FUNDAMENTALS OF CGI
USING PERL:
STUDENT GUIDE

TABLE OF CONTENTS

COUTSE DS CIIPTION ¢ ettt ettt e et et e e e et et e et et e et et e e e e e enaenaane viii
ProsoftTraining COUISEWATE ........iuiuiii ettt e e e et et e e e e et e e et et eaenens viii
(070] 55 £l @] o} [Tt 7/ 1 TP PTPPPRPRR X
(O1 P11 o To) s s N1 0 B § o J PPN b4
SYStemM REQUITEIMIEIITS ... enit ettt ettt et e et e e et e enaeneane b4
Conventions and Graphics Used in This BOOK........ccuiuiiiiiiiiiiiiii e xii
Lesson 1: Application Development Fundamentals 1-1
Pre-Assessment QUESTIONS. . ..oiviiiiiiiiiiiii e 1-2
Overview of the Application Development ProCess .........cccoviiiiiiiiiiiiiiiiiiniii e, 1-3
The Application Development ProCESS ......c.iuiiuiii et aeaae 1-3
Platforms, Languages and ProtoCoLS. ... . ..ot 1-9
Client-side Versus Server-side SCripting ......c.ocuiiiiiiiiii e e 1-16
Hypertext Transfer ProtoCol ........c.o e 1-18
LeSSON 1 REVIEW ..cetitiiiiiiii et e ettt et et ettt e et et et e e ens 1-22
Lesson 2: Introduction to CGI and Perl 2-1
Pre-ASSeSSMENt QUE S IONIS. 1.ttt et ettt et et et et et et e e e e e e et aaaaaaaaaaans 2-2
WeED ATChItECTUTE OVEIVIEW . evuiitniiiiieiieii ettt et ettt e et et e et e et et et e et eaa et e en et et eeneanennes 2-3
A - S O € ) PO PP 2-3
WRY USE CGI? ottt ettt et et et et e e et e et e et et e et e e et e eaean e eanneenns 2-6
WRAE IS PeIL? ..ttt ettt et et et e e e et e e e et e e et enns 2-6
WRY USE PETL? .ottt ettt ettt et e e et e et e e e e e et e ea e eeaaeenns 2-6
LESSON 2 REVIEW ..eetiiiiiiiei ittt ettt ettt ettt et e e et e e e e e e e e e eaneenee 2-8
Lesson 3: Creating Simple Scripts 3-1
Pre-ASSesSSIMENT QUESTIONIS. .. uuiu ittt ettt enae 3-2
Key Concepts and SYITAK ..o.uiuiuiuiii ittt eaeas 3-3
Scalar Variables i Perl.... ... 3-4
LESSOM 3 REVIEW ..ottt ettt ettt et ettt et et e et e e e ane 3-10
Lesson 4: Perl Fundamentals 4-1
Pre-Assessment QUESTIONS. . ..iiviiiiiiiiiiiii e 4-2
Accessing Environment Variables ...... ..o e 4-3
Using CGIL.pm to Access Environment Variables .......c.cocoiiiiiiiiiiiiiiiii e 4-3

ComputerPREP, a division of ProsoftTraining - 1.800.228.1027 - 1.602.275.7700
www.ComputerPREP.com - www.CIWcertified.com

CCL02-CEFCGI-PR-303 toc.doc - page 10f4



IR =Y ¢y o L= o | SO PO UPRRPRt 4-5

LOGICAL EXPIESSIOILS . etuettneiniiieiteii ettt et et et e et et et e et e et et e et e aa e et e et et et e eaean et ean et eenneaennees 4-6
Regular Expressions and Pattern MatChing........cccuvviuiiiiiiiiiiiiie e 4-6
POIT ATTAYS . etuetieii ittt ettt ettt ettt e et et et et e e et et et e et e et e e e et e en e anean 4-7
Passing Values t0 FUNCHIONS ...v.uiiuiiiiii ittt et ettt e et e e et e e eeneaas 4-8
ASSOCIATIVE ATTAYS t.ueutiuiniinei ettt ettt ettt et et ettt et e e e e et ea e e e e e e et en e eneea e eaneneenenes 4-8
| oo} o 1 P PP PP PP OPRPTPNt 4-10
LESSOM 4 REVIEW ..iutiiiiiiiiiiiiii ittt ettt et e a et et e st e e e e e eaas 4-15
Lesson 5: Perl File Input and Output Capabilities 5-1
Pre-ASSesSSIMENT QUESTIONS. .. uuiuit ettt enae 5-2
File IO Using File HAndIes .......cuiiuiiiiiiiiii e ettt e e e 5-3
| 1 (31 [ Yo L= O PPN 5-4
LU e Y=g O 1 (I T s T {er 5 § ] - P PP PP 5-4
Creating @ Hit COUNTET ..iuuiiit ettt e et e et et e et e eaaaa 5-7
LESSOM 5 REVIEW ..eei ittt ettt ettt e et e et e e e et et e e eaaeens 5-10
Lesson 6: Controlling Processing and Output 6-1
Pre-ASSeSSMENT QU S IO S 1.ttt ettt et e ettt e et et et ea et er e et e e e e e raaararaaaaaaaaaans 6-2
INtrodUCHION t0 CGL DI . tuiniiit ittt e ettt et e e e et e e e e e e et eaeneeens 6-3
Incorporating HTML into Perl UsSing CGLPIL . cuueuiiniiiiiiiiii ettt eenee 6-3
Using CGL.pm to Access FOrm Data .....oo.iuiniiiiiii et 6-4
Processing User-Entered Data ........oouiuiiiiiiiiii et 6-6
Using One File to Create and Process an HTML FOIrm ........coooiiiiiiiiiiiiiiiiiii e 6-7
Using Perl to Validate Form INPUL......coiuiiii e 6-8
Testing YoUr SCript Offline.....c..cuiniiiiii et eeae 6-9
LESSOM 0 REVIEW ...ttt ettt et ettt e et e e e ens 6-15
Lesson 7: Saving User-supplied Data to a File 7-1
Pre-ASSeSSMENT QUE S IONIS. 1.ttt e et et et e et e e e e et aaaaaaaaaaans 7-2
Saving Form Data t0 @ FIlE ....cc.iiuiiiiiiiiii et 7-3
MOdifying FOTIN Data ..cc.ueeuiiiiiiiiiii ettt et e e et e e et e e e e et e eaeaneees 7-4
Pattern Matching ReVISITed ........cuuiiiiiiiiiii et e e e e e 7-6
LeSSOMN 7 REVIEW ...cuiiiiiiiiiiiiiiiii e 7-12
Lesson 8: Reading a File 8-1
Pre-ASSESSIMENT QUESTIONS .ttt ittt et e e et et e et et e et etetaaneaetanesesenesetaenenesasnenenaenns 8-2
Introduction to Data REAdIng........cuiiuiiniiiiiii et 8-3
Pattern Matching with Regular EXpPreSSIOns ....c.oc.ii ittt e ee e 8-3
1B o E W i To) o N PPN 8-5
LESSON 8 REVIEW ...ttt ettt e ettt et et et et et et e e e e e e e et et e aaeena s 8-7
Lesson 9: Introduction to Databases 9-1
Pre-ASSeSSMENT QUE S IO S . 1.ttt ittt ettt ettt et et et et et er et e e e e e eaeraaararaaaaaaaaaans 9-2
Introduction to Database Programming ...........cccveiuiiiiiiiii et 9-3
Four Steps to Interacting with Databases .......ccccoiuiiiiiiiiiiiiiii e 9-4
Connecting to DatabaSes «..o.uiuiuiii e 9-6
Structured QUETY LanGUaZE. ... c.cueuiiniiiiei ittt et et ea et ettt ettt et e e e e e e eaenennens 9-7
QUOING REVISIEEA ... euiiiiii i et ettt e e e 9-9
Querying Table and Field Names .....c.oouiiiiiiiiiii e 9-10

CCL02-CEFCGI-PR-303 toc.doc - page2of4



Web Database QUETY EXAmMIPLE .....c.uiiuiiniiiiiitii ettt ettt et et e e e et et e eaeaneans 9-11

LeSSON 9 REVIEW ...cuuiiiiiiiiiiiiiiii e 9-18
Lesson 10: Deleting and Inserting Database Records 10-1
Pre-ASSeSSIMENT QUESTIONS .ttt ittt ittt e et e te et et et e etetaenea et s enetasnanetesnenasesenasaens 10-2
Modifying Data in @ Database .......ccueuuiuiiiii e 10-3
The do MEtIOG. ..cc.uiiiiiiiiii ettt et et eaea e 10-4
Web Database Control EXampPle.......c.euiiiiiiiii e 10-4
LeSSON 10 REVIEW ...euiiiiiiiii ittt ettt ettt e e et e e e e et e e et et et eaaennns 10-15
Lesson 11: CGI Security Issues 11-1
| SR G Tt Y s Lo s L O 2B (TS o (o) o K= T PPN 11-2
TYPE OF AttACKS ..ttt ettt ettt et ea e 11-3
Securing the CGI SCIiPt. ...ttt e e e eans 11-3
SECUIINE the SEIVET «..euiiiiiii e e ettt et e et e e e et e eneens 11-4
Securing FOTm Datal ....ouuiuniiiiiiiie ettt ettt 11-6
Securing Data Passed t0 COmIMands. .. ..c.iuiuiiniieiiiii et e e e e eaeane 11-7
LeSSOMN 11 REVIEW .uuiiuiiiiiiiiiiiiiii ettt a e e e e et e e eaes 11-15
Appendixes Appendixes-1
Glossary Glossary-1
Index Index-1
Supplemental CD-ROM Contents Supplemental CD-ROM Contents-1

List of Labs

Lab 3-1: Creating your first Perl SCIIPt.....cc.uiuuieiiiiieiiiiiie e eens 3-8
Lab 4-1: Determining browser type and print environment variables..............ccccoooiviiiini. 4-12
Lab 5-1: Adding a counter to mMySCIript.Pl.....ccuiuuiiiieiiiiiiiiei et e e e eens 5-7
Lab 6-1: Enhancing myscript.pl to create a data entry form ..........cccoeviiiiiiiiiiiiiiiniin i, 6-9
Lab 7-1: Creating a file from data entered into a form .........cc..ccoeiiiiiiiiiiiiiiiii e, 7-8
Lab 8-1: Retrieving and formatting data from a mini-database..........c..ccoeeeiiiiiiiiiiiiininnin i, 8-5
Lab 9-1: USING ODBC . cuuiiiiiiieii ettt ettt ettt et eaa e et e et et et e ea et et eaneaneennes 9-12
Lab 9-2: Creating a USer qUETY €NtIY DOX ..c.uiiuuiiuiiiiiieit ittt ettt et e et eeneeneaneanns 9-13
Lab 10-1: Receiving and processing data from a form .........c..ccoiiiiiiiiiiiiiiiiiii e 10-6
Lab 10-2: Deleting records and updating a Web Page.........ccueeeuieiniiiiiiiiiiiiiieiineineieeieeeneennees 10-10
Lab 11-1: Authenticating PaASSWOTAS .....ccuuiuuiiiniiteiiiie ittt ettt ettt et et e et eeaeeneeneeeneenaees 11-10

List of Figures

Figure 1-1: Web clients accessing file from SeIrver ...........ccoviiiiiiiiiiiiii e 1-17
Figure 1-2: Simulated code demonstrating how Web pages can use client-side scripting

to appear like dynamic WED Pages .....cuiuiiuiiiiiii e 1-17
Figure 1-3: GET request returns named resource or named process output ...........cceeeveuveneeneans 1-19
Figure 1-4: GET returns both message and header; HEAD returns header only........c..c.c.......... 1-20
Figure 2-1: Browser, server and SCript interaction...........coveeiiiiiiiiiiiiiiiinii e, 2-3
Figure 3-1: Myscript.pl oUtpUL TeSULES ...oenitniniii e 3-9
Figure 4-1: My SCriPt L. Pl . i e ettt et et e e e eans 4-14
Figure 5-1: My SCriPt2. L. ettt ettt et ettt e e e e e e e en e ees 5-8
Figure 5-2: MY SCTIPt. PLu e cnii ittt ettt et ettt et e et e et e e e e e e e e ees 5-9

CCL02-CEFCGI-PR-303 toc.doc - page 3of4



Figure 6-1:
Figure 6-2:
Figure 6-3:
Figure 7-1:
Figure 8-1:
Figure 9-1:
Figure 9-2:
Figure 9-3:
Figure 9-4:

Myscript3.pl as an interview fOrm ... ...c..viuiieiiiiiii e 6-11
Results of form submission for accepted candidate .............ccoevvviiiiiniiiiiiiiiiiiniinan. 6-12
Results of form submission for rejected candidate...........cceeuveeniiiiiiiiiiiiiiiiineennenn.e. 6-12
Myscript4.pl HR interview form.......ccoveiuiiiiiniiici e 7-10
Readdb.pl file in formatted file OUtPUL.....cceuiviiniiiiiiii e 8-6
Database Interface module ...........c.oviuiiiiiiiiiiiii e 9-3
Results of database QUETY ......c.uviuiiiiiiiiiiei et 9-13
Search Employee Database entry DOX ...c.oc.vieiiiiiiiiiiiiiiiiii e 9-15
Data returned from USET QUETY .....c.ieuiiniiiiitiiii e en et e e eeeaneane 9-15

Figure 9-5: Search page with no results found ...........ooooiiiiiiiii i 9-16
Figure 10-1: Employee database search and entry form .........c.cooeiiiiiiiiiiiiiiiiiniii s 10-9
Figure 10-2: Results screen showing successful entry into employee database........................ 10-9
Figure 10-3: Odbc.pl showing new employee Entry.....c.oc.veuiiiiiiniiniiii e eeeeeanes 10-10
Figure 10-4: Employee Database Update SCIrEeM ... ..c.oiuiuiiniiniiiiiiieiie et eeeaeanes 10-12
Figure 10-5: Deletion TeSUILS ...c.iuiiiiiii e e eaeenees 10-13
Figure 10-6: Invalid ID FeSULLS ...ucuiiniiiiiii et e e e enees 10-13
Figure 11-1: Microsoft SeCUrity AQVISOT ....c..iuiiuiiiiiii e e 11-5
Figure 11-2: Employee Database passSWOIrd SCIEEI .....c..cuiuteuieneiniiiiiiineieeeieneneeneeneenennennes 11-12
Figure 11-3: Invalid admin name or password reSult ..........cooiiiiiiiiiiiiiiiiiin e 11-12
Figure 11-4: Employee Database for authenticated USer ........c.ccoevviiiiiiiiiiiiiiiiiiiiceeane 11-13

List of Tables

Table 2-1: Virtual and actual directories for Class .......cveuiiiiiiiiiiiiiiiin e 2-6
Table 3-1: Correct variable SYITAX .....occuiiuuiiiiit ettt e et e et e e e e eaeennes 3-5
Table 3-2: ESCAPE SEQUIETICES . .uvuirnitninintnetnetnetnentnetnetnetaetestntntnstnetnetesraetnsanetnssnstnesaeneeneenns 3-6
Table 4-1: Environment access MethodsS ........ceuiiiiiiiiiiiiii e e eeaee 4-4
Table 4-2: Numeric and String OPEIatOIS ... ...veuiuu ittt ettt ettt et ee et e et enaeeneeneennes 4-6
E=1o) S T B O 1 (o 43 o T [ S PP P PP PP I 5-4
Table 6-1: CGL.pm HTML-generating methodsS. .......c.vieviiiiiiiiieiiiicie et eanes 6-3
Table 7-1: HTML generation methods and named parameters.........ccoveeuviiiierieiniiineeinenieineenennns 7-5
Table 8-2: QUAN I OIS . . initit ittt et e et e e et et et e e e et e e e et eseneseaeneresenerarreans 8-4
Appendixes

Appendix A: Objectives and Locations*

Appendix B: Installing Apache Server*
Appendix C: Installing Perl on UNIX and Win32*
Appendix D: References*

Appendix E: A Requirements Document*
Appendix F: Works Cited*

* Appendix found on Supplemental CD-ROM

CCL02-CEFCGI-PR-303 toc.doc - page 4 of4



